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Uniqueness of Digital Evidence
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Types of Digital Evidence

Traditional data sources for
electronic evidence

Desktop computers

Laptop computers

Servers including multiple disk storage

USB devices

CD/DVDs

Floppy disks

Backup devices including tapes

New sources of electronic
evidence

Mobile phones including smart phones

GPS navigation devices - these
devices can record location data

Multi-Function Printers (MFP’s) - these
devices can store print logs and
potentially print jobs

Digital video recorders

Digital voice recorders

Digital still cameras including SD/CF
cards and other types of memory cards

Internet and cloud storage
(see callout box below)




Types of Evidence available on a computer

Files & Logs

Documents or files created or
modified by user

System & program files
Temporary & cache files
Deleted files

Hard disks and

file systems
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syslogd 1.4.1: restart.
gconfd (samson-3304): starting (version 2.14.0), pid 3304
gconfd (samson-3304): Resolved address “xml: readonly:/etc
gconTd (samson-3304): Resolved address ~“xml: readwrite:/ho
gconftd (samson-3304): Resolved address “xml: readonly:/etc
gconfd (samson-3304): GConf server is not in use, shuttin
gconfTd (samson-3304): Exiting
kermel: usb 1-7: new low speed USB device using ohci_hcd
kermel: usb 1-7: configuration #0 chosen from 1 choice
kermel: usdb 1-7: config © descriptor??
kKermel: 1input: 77777777 as /class/input/inputad
kermel: 1nput: USB HID v1.10 Mouse [?7?7777777] on usb-0000
gam[2639]: Master halting. ..
kermel: usdb 1-7: USB disconnect, address 4
shutdown [2639]: shutting down Tor system halt
smartd(2575]: smartd received signal 15: Termanated
smartd[2575]: smartd is exiting (exit status ©O)

6 7 8 9 10 13 10:13:18 avahi-cdaemon[2399]: Got SIGTERM, quitting.
12 EEN 14 15 16 17 13 1©0:13:18 avahi-daemon[2399]: Leaving mONS multicast group on inter =
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Program Files

F 3:43 PM
uUIRC ARE TR Sy
3 C: - WinDirStat - a x
File Edit CleanUp Treemap Report Options Help
3 r@B@yE X |IOR AR
Name Subtree Percent... Perce... > Size Items Files Subdirs L | Extensi.. Col... Description > Bytes % By... Files
&, 0S(C) EE— [3:30 5] 90.9GB 436,599 370,340 66,259 2| i3 .msp HEZM Windows Installer Patch 208GB  22.9% 418
* Windows _ 46.6% 424GB 214,383 178993 35,390 2| 2 .dii M Application extension 20.7GB  22.7% 44,885
RN Users I N 15.3% 13.9GB 49,064 42214 FEEIE | 2] sys BT System file 8.3GB 9.2% 1,552
# |, Program Files B 12.2% 11.1 GB 72,904 65,331 7573 2| e L Local Disk 8.0GB 8.8% 23,391
® . Program Files (x86) = 11.4% 104GB 24703 70,820 13,883 2|®7 .exe [ Application 41GB  45% 5985
= [l <Files> n 8.9% 8.1GB 16 16 o 2|LJ tmp A TMP File 2168 23% 435
0 ProgramData i 3.3% 3.0GB 9,599 8,299 1,300 2 151 .msi B Windows Installer Package 20GB 2.2% 312
& ], MSOCache 0.8% 766.9 MB 121 o8 23 1| B b EEZE CabinetFile HoGE il b
) | SWSetup 0.6% 583.4 MB 4,200 3,776 1,024 3 & .bin :_J VLC‘ media file (.bin) 1.1GB 1.2% 36C
= AMD 0.4% 391.5 MB 754 626 128 a| )2 T AFile ) 1SR f2% L
e ——— 0% ——— 5 i 2 o & .d‘at g ]etAudlo.ASSO.C.Vldeo 947.2 MB 1.0% 4,883
i £ zip | Jl Compressed (zipped) Folder 8g1.6 MB 0.9% 68
B temp 0.0% B7:7,M5 1 & 0 31 edb W EDBFile 781.6MB  0.8% 15
B8 Intel 0.0% 26.2 MB 5 4 1 3)|(&) jor HEZEE Executable Jar File 736.1MB  0.8% 1,287
B0 SRecycle.Bin 0.0% 20.0 M8 82 60 22 2|, ttc [ TrueType collection fontfile  559.2MB  0.6% 48
B Ju SAVG 0.0% 19.3 MB 7 6 T 111 log B TextDocument 524.3 MB 0.6% 95¢C
& Boot 0.0% 17.7 M8 123 24 39 2| @y .png B PNG image 513.6 MB 0.6% 32,402
# |, Config.Msi 0.0% 1.1 MB 2 2 0 2|4 wf [ TrueType fontfile 486.4 MB 0.5% 1,137
® |, dc04fb034d1bfef781ccdeSab2 0.0% 357.1 KB 4 4 0 1| jeg B JPEGimage 479.5 MB 0.5% 2,573
B HP 0.0% 656 Bytes 3 2 1 3| | dic EZJl TextDocument 466.3 MB 0.5% 242
- Documents and Settings 0.0% 0 ] 0 0 8|2 .cat I Security Catalog 434.2 MB 0.5% 24,648
Games 0.0% 0 0 0 0 1| s .otf HEl OpenType font file 423.4 MB 0.5% 232
PerfLogs 0.0% 0 0 0 o g| L] 47. B 47B66533_5246_4BD8_8040_... 362.7 MB 0.4% 1,334
System Volume Information 0.0% 0 ) 0 o 2| Jex EIZM Dictionary File 306.8 MB 0.3% 248
. vstplugins 0.0% 0 0o 0o 0 €| (= .db I Data Base File 280.4 MB 0.3% 31C
[ ] xe6 I X86 File 269.9 MB 0.3% 9C v
< > < >

C:\Users RAM Usage: 116.1 MB NUM




Account / Activity Logs - Last 30 Days

Activity Logs - Last 30 Days
Show debug logs | Show passwords accessed logs | Show older logs

Date ¥ Level  Account User Organization

From

From

To

To

User

Organization Name

Category Resource

Sep 28,2018 - 4:48 pm
Sep 26, 2018 - 8:41 pm
Sep 26, 2018 - 8:40 pm
Sep 26,2018 - 8:40 pm
Sep 26,2018 - 8:40 pm
Sep 26,2018 - 8:39 pm
Sep 26,2018 - 8:34 pm
Sep 26,2018 - 8:34 pm
Sep 26,2018 - 8:30 pm
Sep 26,2018 - 8:29 pm
Sep 26,2018 - 8:29 pm
Sep 26,2018 - 8:28 pm

Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine
Jenn Kaine

Jenn Kaine

User logged in Jenn Kaine
Disconnect all data for Integration Office 365
Disconnect all data for Integration Office 365
Manual sync scheduled for Integration Office 365
Adapter updated Office 365
Adapter created Office 365
Disconnect all data for Integration Office 365
Disconnect all data for Integration Office 365
Manual sync scheduled for Integration Office 365
Manual sync scheduled for Integration Office 365
Manual sync scheduled for Integration Office 365
Manual sync scheduled for Integration Office 365

IP

209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50
209.153.220.50

BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
BC, Canada
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Time Stamps

GGLY Q, Ssearch L Dashboard # Alerts &> Derived Fields &S Source Setup >_ Live Tail Q Labs Feedback X pkamat @ Help

Default % + New Upgrade Plan
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Search all logs Last hour
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= Use UTC Time

X Event Timeline Chart
Q Field Explorer x_l = System Status

9,354 events Sep 19, 3:37-4:371
— " . gnout
&=a LogglyNotifications 400 400
N\_ Apache
300 300
£ Derived Fields
200 200
Ié ELB LSS
‘i’ HTTP 100 100
£, Java |
= 15:38 15:39 |15:50 16:00 |16:10 16:20 |16:30
: ; JSON
{' } J i= Event View Viewas: List | Grid Sort: Descending | Ascending Drill down: Expand Events More Options~ _E’.'_Create Derived Fields @Expor‘t e -
g& Syslog @ 2017-09-19 16:36:54.711 { json: { level: "INFO", logger: "com.loggly.lab.servlets.PurchaseServlet", context: "default", thread: "http-bio-8080-exec-11", message: "Purchase succeeded",
timestamp: "2017-09-19T23:36:54.711000Z" }, derived: { CombinedHost: "54.173.157.5", threads: "http-bio-8080-exec-11" }, http: { clientHost: "54.173.157.5",
6& System contentType: "application/json" } }
@ 2017-09-19 16:36:53.930 { json: { level: "DEBUG", logger: "org.sql2o.Query", context: "default", thread: "http-bio-8080-exec-3", message: “"total: 1 ms, execution: 1 ms, reading and
= Other parsing: @ ms; executed [null]", timestamp: "2017-09-19T23:36:53.930000Z" }, derived: { SQLExecutionTime: 1, SQLReadingParsingTime: @, CombinedHost:

"54.173.157.5", threads: "http-bio-8080-exec-3", SQL_Total_Time: 1, SQLTotalTime: 1 }, http: { clientHost: "54.173.157.5", contentType: "application/json” } }
8 2017-09-19 16:36:52.203 [{"values":[1],"dstypes”:["gauge"], "dsnames":["value"],"time" :1505864198.142, "interval”:10.000, "host" :"ip-172-31-0-
16.ec2.internal”,”plugin":"processes","plugin_instance":"" , "type":"ps_state","type_instance":"running"}, {"values":[@], "dstypes":["gauge"], "dsnames":
["value"],"time" :1505864198.142, "interval":10.000, "host p-172-31-0-

16.ec2.internal”,"plugin”:"processes"”, "plugin_instance" "type":"ps_state","type_instance":"blocked"}, {"values":[27848185], "dstypes":["derive"], "dsnames":
["value"],"time" :1505864198.142,"interval":10.000, "host p-172-31-0-

16.ec2.internal”,"plugin":"processes"”, "plugin_instance" "type":"fork_rate"”,"type_instance":""},{"values":[118], "dstypes":["gauge"], "dsnames":
["value"],"time" :1505864198.142,"interval"”:10.000, "host ip-172-31-0-

16.ec2.internal”,"plugin”:"processes", "plugin_instance" , "type" :"ps_state","type_instance”:"sleeping"},{"values":[@], "dstypes":["gauge"], "dsnames" :
["value"],"time" :1505864198.142,"interval":10.000, "host p-172-31-0-

16.ec2.internal”,"plugin”:"processes", "plugin_instance” ,"type":"ps_state","type_instance":"zombies"}, {"values":[@], "dstypes":["gauge"], "dsnames":
["value"],"time":1505864198.142,"interval”:10.000, "host p-172-31-0-

16.ec2.internal”,"plugin”: "processes", "plugin_instance" "type":"ps_state","type_instance":"stopped"},{"values":[@], "dstypes":["gauge"], "dsnames":
["value"],"time" :1505864198.142,"interval":10.000, "host p-172-31-0-

16.ec2.internal”,"plugin":"processes”, "plugin_instance" "type":"ps_state","type_instance":"paging"}, {"values":[15945822], "dstypes”:["derive"], "dsnames":
["value"],"time":1505864208.137,"interval":10.000, "host ip-172-31-0-16.ec2.internal”,"plugin cpu","plugin_instance":"@","type":"cpu","type_instance":"user"},
{"values":[14914], "dstypes":["derive"], "dsnames":["value"],"time" :1505864208.137, "interval”:10.000, "host" : "ip-172-31-0-
16.ec2.internal”,”"plugin”:"cpu","plugin_instance":"Q","type":"cpu","type_instance":"nice"}, {"values":[1872058], "dstypes":["derive"], "dsnames":
["value"],"time" :1505864208.137,"interval”:10.000, "host":"ip-172-31-0-
16.ec2.internal”,”"plugin”:"cpu","plugin_instance":"0","type" :"cpu","type_instance":"system"}, {"values":[265794586], "dstypes":["derive"], "dsnames":
["value"],"time":1505864208.137,"interval":10.000, "host":"ip-172-31-0-16.ec2.internal”,"plugin”:"cpu”,"plugin_instance":"Q@", "type":"cpu","type_instance":"idle"},
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Parliamentin its wisdom Incorporated Ss. 65A & 65B in the Evidence
Act.

S. 65A is termed as-special provisions as to evidence relating to
electronic record. Ss. 65A & 65B are a complete code in a code.

S$.65B. Admissibility of electronic record- requires special procedure
for presenting electronic records as admissible in evidence, in a
Court of law. It provides for technical and non-technical conditions

and the method for presenting electronic records as admissiblein
evidence




MYTH OF PRIMARY & SECONDARY EVIDENCE

Primary evidence means the document itself. PRIMARY format of what gets written as
electronic record , is computer-readable
but is not human- readable.
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Hence, there can be little or rather, no distinction between primary evidence and secondary evidence in
relation to digital/electronicrecords.

With this understanding, it could ONLY be secondary evidence that could be produced in the court with regard
to electronicrecords.




Collection & chain of custody of digital evidence

rsaOr M
= .“

professionsd forenmc

E technology %

i finformation ™™

gpcr -,‘,;,mda’.) polco pOoslive
G

analysis POOSEOrVation




WHAT IS CHAIN OF CUSTODY & EVIDENCE HANDLING?
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As electronic evidence is easy to
tamper or to get damaged, it is
necessary for the court to know
exactly who, what, when, where, and
why was the evidence transferred to
the concerned person.

It will not be possible to prove the
integrity of the evidence, if the chain

of custody is not properly maintained.
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Chain of custody refers to the
documentation that shows the
people who have been entrusted
with the evidence.

These would be -
People who have seized the
equipment

People who are in charge of
transferring the evidence from

the crime scene to the forensic
labs.

People in charge of analysing the
evidence, and so on.




Important Points to remember for
Fool-proof Chain of Custody

* Always accompany evidence with their chain-of-
custody forms

* Give the evidence positive identification at all times
that is legible and written with permanent ink.

* Establishing the integrity of the seized evidence
through forensically proven procedure -“Hashing”

* Hashing helps the 10 to prove the integrity of the
evidence. Similarly, the seized original evidence can
be continued to be checked for its integrity by
comparing its hash value, to identify any changes to
it.

Stately, plump Buck Mulligan came from the

stairhead, bearing a bowl of lather on which a

mirror and a razor lay crossed.

tately, plump Buck Mulligan came from
the stairhead, bearing a bowl of lather on
which a mirror and a razor lay crossed.
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Some key elements that require documentation

How the evidence was collected

When was it collected (e.g. Date,
Time)

How was it transported
How was it tracked

How was it stored (for example, in
secure storage at your facility)

Who has access to the evidence




Final Thoughts

* Indian Judiciary, though has come a long way in recognizing,
accepting, appreciating and assimilating these aspects of
digital evidence, its importance and complexity, but there
still remains a lot of challenges in the area as technology
keeps changing at a fast pace throwing up new challenges
and the law has a rather slower pace in keeping abreast .
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